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® Digital Footprint

ABYBEU JUNIW d99N9 9 MINVYUNTe
adl3lu Social Media Yanany luinagdu
Facebook, Twitter, Instagram, Social
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https://www.facebook.com/wannamdotcom/posts/695510607158112
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nangwmnuainszinna vilia Digital Footprint
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(Two-Factor Authentication)

Aonsldtasefians satunsaonsusae
SHANUAUUNG TIdsaInnIsaenBuseTianIuLe)
syUUEaUsTEBuungUnsaldu wu nsdwiidlede
1ae Token tiloauUasndounndu 819 Goosle 2
Factor Authentication tJusu

Google

2-Step Verification

e, A text message with your code has
'j_, been sent to: (***) ***-"*95

|| Don't ask for codes again on this computer

ource :https://docs.google.com/presentation/d/10EfOYjGaatwvQINo5AgICwxEf0aNdljLpdge LkIM-k/htmlpresent?hl=en
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Nsigausiyena lagldvaredady (Multi-Factor
Authentication)

nalnaaN1sNgIUFINU (Authentication mechanisms)
anunsanueentallu 3 AuanyuzAe

1. Asiinail (Possession factor) 1Wu nayuavielAsAnnsa sy
2. ?{Iﬂﬁlﬂmﬁ (Knowledge factor) LU %ax1 (passwords) #58

N5y (PINS) tludu
3. dsnnaudu (Biometric factor) 1w anetiadlo JULUULIALN

(retinal patterns) w3el#5Uuuuidss (voice patterns) 1Uugu

SSSSSS :https://carryrmu.wordpress.com/authentication-%E0%B8%84%E0%B8%B7%E0%B8%AD/
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Multi-Factor Authentication

PASSWORD ACCESS

Success!
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nsnnuundns (Authorization)
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ERREGRIGH

HTTPS tau191n Hypertext Transfer Protocol Secure %39 Hypertext
Transfer Protocol Over SSL(Secure Socket Layer) 1Jun15vinau
LANBUNUY H_|_|_P ﬁﬁ’ﬁﬂJ@’]LLWWWE]EJ‘U‘L! SSL LW@IﬁLﬂﬂﬂ’J’]ﬂJUﬁaﬂﬂEJIuﬂ']ﬁiﬁQ
mauamaawu llﬁ'ULL‘U‘U@Q‘L!

* M5k URL agldndumieg httpsy// sanuaiedievediules

* yhauinesn(port) 443 (WMTFIY)
* dsvayailuwuu Cipher text fio Inswnsiadeyaluseninanisas
(Encryption) aunsagnandula usguteyatiulisises

* {n1591 Authentication LienTI9dRUEUTUTEYMINY
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Jaus (malware — malicious software)

ABLUIKNTUNYNAT VUL LB
USEaIRS18MBLATDIADUNILADS
LagkitoualstayadnAgyluann T Ox6d 0.

o ™ < A H.‘.»f?l LbBea. ¢
dlguneNimes facOxadiSaatl &

92 SOx LachRituicam
J16F0xeb 6682690 iimedn
oDxB8648cOLalixtd 'emmaamnte
Pxee2t2doblxG ZEtmione e
ST66 1Th0y e rais s
L R et 11 110
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http://www.xn--12cg1cxchd0a2gzclc5d5a.net/malware/



Jaus (malware — malicious software)

Malware Sifain

sfaunsilogvaneviindnetu feanansauteaniu 6 vllasotufe

1. 1254 (Virus) LﬂuIU'ﬁLmﬁaJﬁamamﬂlﬂ/\léﬂﬁﬁﬁlﬂéﬁﬂlﬂéwﬁﬂﬁ LagaunsadsnulnanienIsiuy
I¥aluiulngfisdslusumdosneniinmessnasomilsls lnelsansvhmsvhateensuiiuas
gevslunzaamdauiulndnlaudsiiesiiounsnszaglginiasdug e

2. ¥3%u (Worm) anansafivzunsvensduedlaeiilidesilusunsudulunmsunsnszanefligui
Jmnevetisuasdewinatsssuuniotne wavvenenisunsnszaglusmeniamesiidug Tnanis
ddavsetesnivassyuuUfuRniTal

3. In53u (Trojan Horse) L{j’lﬁ/?m&JGUE)\‘lﬁaLLU%ﬁUﬁ%ﬁ@S%@ﬂﬁ’lmﬁﬁzUULLﬁ%L@ﬂﬁ@ﬂI%ﬂﬁﬁUﬁmﬂ\i%’?ﬂa
[danvihangszuusazmuannszering uagliunsnsyangludlngdu «

4. dUneuad (Spyware) axlauninszansludslngsu quiloutulnsiu lnathmunevesaurowisou
fosiarsuniunazazfinanandudusvedld

5. Hybrid Malware/Blended Threats tHusiauisfsunsisannszsiuauauisaves hia 135
59U alreuwls LInmeny

6. Phishing L“ﬂuﬁam%ﬁ%’mwﬂmsti’J’@anjamaﬂ'ﬁﬁ_uLédu UnLASANUIBNIA Online bank account

http://www.xn--12cglcxchdOa2gzc1c5d5a.net/malware/


http://www.เกร็ดความรู้.net/%E0%B8%AA%E0%B8%81%E0%B8%B8%E0%B8%A5%E0%B9%80%E0%B8%87%E0%B8%B4%E0%B8%99%E0%B8%AD%E0%B8%B2%E0%B9%80%E0%B8%8B%E0%B8%B5%E0%B8%A2%E0%B8%99/

N151a9nNa39 (Scam)

AQUNY BHUAITI18 AHrnegluienis
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https://sites.google.com/site/karskaemscam02/home/ka-rs-kaem-scam

paulat awldiSunngfnssy Nanun
vaanad densng mdeveya Aaeg1d
N1INABNAINIIBUMB TR 19U Email
Scams Phishing Scam Juau
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Phishing farildiSenmadianisuasnaidlae
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https://www.thaicert.or.th/papers/general/2012/pa2012ge007.html
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paating n1g Phishing
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K-Cyber Service

& KCybwr Trade

VNI MIRa
meburedilmninslng

* KCyoer Bunking

—
K-Cyber Service l?'

New Account Security Update

Your Account was dsabled for secunty and vertficaton reasons, Please follow the below reguired

steps to actwvate account now.

Fll the required detalls to peoceed, User 1D, Password, Secursty Password (PIN 2)
OFP will be requested In next page.

You wil Dé 0% 10 Don 10 the system wil greater convenndce Dy usng only oné set of User ID and Password

to access Ml three services

News Update *

MergingUser 103 Mere

Securty Tips

Secunty Tgs
[S—_A . V]

swwnining

Covecr Us + “nu 1 En

ACTIVATE ACCOUNT NOW

Enter the following details to

activate account now.

IMPORTANT *

User1D: I
Password ; |

Secunty

Pasyword I
) :

http://nongblogs-nn.blogspot.com/2012_05_01_archive.html
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paating n1g Phishing

£2 K Cyber Banking Profile Update

GA:_: v Qreetminaten arts Co .k, ¥ M X "‘
e (& Yow Fgeortes Jook teb adung: URL Lbignaov
Y Pavertes | EBeCyber Barbig Prctie Lpdate. -0 5w e

1.3

swwIningivy
CAMEDAMAANY EnAan

K-Cyber Banking Profile Update

Please verily your Securlty Password (PIN2)

Security Password (PN 2)

([Fsh>> ]

AR R R NN lﬂ‘m\.w“l ALASARRRR AR
ra e mn e Vit el feem beve b

R s

http://nongblogs-nn.blogspot.com/2012_05_01_archive.html
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Mobile Security and Privacy
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Media Storage ™
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Mobile Security and Privacy
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nsunaanaqseeilall (Fraud)
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https://report.thaihotline.org/knowledge/online_safety/279
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nsunaanaqseeilall (Fraud)
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nsunaanaqseeilall (Fraud)
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https://moneyhub.in.th/article/credit-card-online-shopping/
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nsunaanaqseeilall (Fraud)
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dunstgannnigld Wifi ansnsnue

stlutiy n1g hack vwasadne Wireless

e Sniffing Juns1%ldsunsalunissndu packets 7isnwldun
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« Sidejacking luwmaiialunissndu cookie sessions e
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Workshop 1

* LANAMUUADANYAIY two step authentication U

Facebook, Gmail..

-

Signing in with 2-step verification ANt ladteddiia
2-step verification

Keep the bad guys out
of your account by using
both your password and
your phone.

i ; Start setup »
Signing in will be different Keep it simple Help keep others out

You'll need verification codes: Once per computer, or every time: You'll still be covered: Leam mose
After entering your password. youll During sign i, you can tell us not to We'll ask for codes when you {or
enter a code that you'll get via text, ask for a code again on that parficular anyone else) tnes to $5gn in 1o your

voice call, or our mobile app compuier. account from ofher compulers
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